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INTERNET EPIDEMICS

a. Distributed Denial of Service Attacks

Stephen Specht and Ruby Lee, “Taxonomies of Distributed Denial of Service Networks, Attacks, Tools and Countermeasures,” Princeton University Technical Report CE-L2003-03. DDoSSurveyPaperl.pdf
Angelos D. Keromytis, Vishal Misra and Dan Rubenstein,”SOS: An Architecture for Mitigating DDoS Attacks,” Journal on Selected Areas in Communications, Vol. 21, No. xxx, xxx 2003. jsac-sos.pdf
Yoohwan Kim, Wing Cheong Lau, Mooi Choo Chuah and Jonathan H. Chao, “PacketScore: Statistical-based Overload Control against Distributed Denial-of-Service Attacks,” ??? packet_score.pdf
Ruby B. Lee, David K. Karig, John P. McGregor, and Zhijie Shi, Enlisting Hardware Architecture to Thwart Malicious Code Injection, Proceedings of the International Conference on Security in Pervasive Computing (SPC-2003), LNCS 2802, pp. 237-252, Springer Verlag, March 2003. Lee03enlisting
David Moore, Geoffrey Voelker and Stefan Savage, “Inferring Internet Denial of Service Activity,” Proceedings of the 10th Usenix Security Symposium, August 2001. moore_Usenix_DoSactivity.pdf

Mark Handley, ed., “Internet Denial of Service Considerations,” Internet Engineering Task Force, Internet-draft, 9 January 2004, expires July 2004. draft-iab-dos-00.txt
(optional below: )

 

[Karig01]  David Karig and Ruby B. Lee, "Remote Denial of Service Attacks and Countermeasures", Princeton University Department of Electrical Engineering Technical Report CE-L2001-002 , October 2001. 

[Kahn01] Clifford Kahn , "Incentives to help stop floods", Proceedings of the 2000 workshop on New security paradigms February 2001. 

[Daniels01] Thomas E. Daniels , Eugene H. Spafford, "Network traffic tracking systems: folly in the large?", Proceedings of the 2000 workshop on New security paradigms February 2001. 

[Kargl01]  Frank Kargl , Joern Maier , Michael Weber, "Protecting web servers from distributed denial of service attacks",  Proceedings of the tenth international conference on World Wide Web April 2001. 

[Paxton01] Vern Paxson, "An analysis of using reflectors for distributed denial-of-service attacks", ACM SIGCOMM Computer Communication Review July 2001, Volume 31 Issue 3. 

[Brustoloni 02]  José Brustoloni, "Advertising and Security for E-Commerence: Protecting electronic commerce from distributed denial-of-service attacks", Proceedings of the eleventh international conference on World Wide Web May 2002. 

b. Wireless and Sensors DDoS

John Bellardo and Stefan Savage “802.11 Denial-of-Service Attacks: Real Vulnerabilities and Practical Solutions,” Proceedings of the 12th Usenix Security Symposium, August 2003.  bellardoDoSin802.11.pdf

Lingxuan Hu and David Evans, “Using Directional Antennas to Prevent Wormhole Attacks,” ??? NDSS 2004 wormholeAttacks_ndss04.pdf
Anthony Wood and John Stankovic, “Denial of Service in Sensor Networks”, Computer, Vol. ?? No. ??, pp. 54- 62, October 2002. DoSinSensorNetworks.pdf
[Geng02]  Xianjun Geng , Yun Huang , Andrew B. Whinston, "Defending wireless infrastructure against the challenge of DDoS attacks", Mobile Networks and Applications June 2002, Volume 7 Issue 3. 

c. Viruses, Worms and Vulnerabilities

Jerome Saltzer, “Slammer is a wakeup call.”

Trent Pfsenbarger and Paul Bartock, “E-mail Security in the wake of recent malicious code incidents”, Systems and Network Attack Center (SNAC), Jan 29 2002, version 2.6, unclassified.  emailSecurity.pdf
John P. McGregor, David K. Karig, Zhijie Shi, and Ruby B. Lee, A Processor Architecture Defense against Buffer Overflow Attacks, Proceedings of the IEEE International Conference on Information Technology: Research and Education (ITRE 2003), pp. 243-250, August 2003 (Best Student Paper Award). mcgregor03processor.pdf 
 

SANS/FBI list of the top 20 internet security vulnerabilities (10 Windows and 10 UNIX): http://www.sans.org/top20/#index 

d. Intrusion Detection

Anita Jones and Robert Sielken, “Computer System Intrusion Detection: A Survey”, ???, 2/9/2000.  IntrusionDetection_jones-sielken-survey-v11.pdf
“Beyond Detection: Neutralizing Attacks Before They Reach the Firewall” – a Network Security white paper from ForeScout Technologies, Summer 2002.  Beyond_Detection_WP.pdf
SECURITY ARCHITECTURE

1. Protection Architectures – Past Work

Gerald Popek and Robert Goldberg, “Formal Requirements for Virtualizable Third Generation Architectures.” CACM Vol 17 No. 7, July 1974, pp. 412-421.  secureOS/popek_virtualizable.pdf
a. Multics

J. Saltzer, M. Schroeder. “Protection of Information in Computer Systems.” Proceedings of the IEEE, 63(9):1278–1308, 1975.

Michael Schroeder and Jerome Saltzer, “A Hardware Architecture for Implementing Protection Rings”, CACM Vol. 15 No. 3, March 1972.  ProtectionRings_Schroeder&Saltzer.pdf 

Paul Karger and Roger Schell, “Multics Security: Vulnerability Analysis”, U.S. Air Force, 1974. http://seclab.cs.ucdavis.edu/projects/history/papers/karg74.pdfPRIVATE "TYPE=PICT;ALT="   Also presented at the 18th Annual Computer Security Applications Conference (ACSAC 2002) on December 9-13, 2002, Las Vegas, Nevada.

Paul Karger and Roger Schell presented “Thirty Years Later: Lessons from Multics Security Evaluation,” 18th Annual Computer Security Applications Conference (ACSAC 2002) on December 9-13, 2002, Las Vegas, Nevada. http://domino.watson.ibm.com/library/cyberdig.nsf/papers?SearchView&Query=(multics)&SearchMax=10PRIVATE "TYPE=PICT;ALT=" 

Multics web-site http://www.multicians.org/
Corbató, F. J., and V. A. Vyssotsky, "Introduction and overview of the Multics system",  http://www.multicians.org/fjcc1.html
(optional) Multics – the first seven years, F.J. Corbato, J.H. Saltzer, C.T. Clingon, 1972 Spring Joint Computer Conference.

http://web.mit.edu/Saltzer/www/publications/f7y/f7y.html
b. Capabilities

J. Dennis, E. Van Horn. “Programming semantics for multiprogrammed computations.” Communications of the ACM, Volume 9, Issue 3.  March 1966.
Robert P. Colwell, Edward F. Gehringer, E. Douglas Jensen. “Performance effects of architectural complexity in the Intel 432.” ACM Transactions on Computer Systems, Volume 6, Issue 3. August 1988.
D. A. Abramson, J. Rosenberg.  “The microarchitecture of a capability-based computer.” International Symposium on Microarchitecture, Proceedings of the 19th annual workshop on Microprogramming. pp. 138-145. New York, NY. 1986
W. Wulf, E. Cohen, W. Corwin, A. Jones, R. Levin, C. Pierson, and E Pollack. “HYDRA: The kernel of a multiprocessor operating system.” Communications of the ACM, 17(6):337-345, June 1974.

J. S. Shapiro, J. M. Smith, D. J. Farber. “EROS: a fast capability system.” Proceedings of the seventeenth ACM symposium on Operating systems principles, pp. 170-185. 1999.

W. E. Boebert, “On the Inability of an Unmodified Capability Machine to enforce the *-property”,  7th DOD/NBS Computer Security Conference, Sept 24-26, 1984.

Current Architectural Efforts

T. Gilmont, J.-D. Legat, and J.-J. Quisquater, “An Architecture of Security Management Unit for Safe Hosting of Multiple Agents,” Proc. of the International Workshop on Intelligent Communications and Multimedia Terminals, pp. 79-82, November 1998.   SafeHosting_Gilmont.pdf
D. Lie, C. Thekkath, M. Mitchell, P. Lincoln, D. Boneh, J. Mitchell, and M. Horowitz, “Architectural Support for Copy and Tamper Resistant Software,” Proceedings of ASPLOS-IX, pp. 168-177, 2000.   XOM_Lie.pdf
Gassend, E. Suh, D. Clarke, M. van Dijk, and S. Devadas, “Caches and Merkle Trees for Efficient Memory Authentication,” Proc. of the Ninth International Symposium on High Performance Computer Architecture (HPCA-9), Feb. 2003.   HashTrees_Gassend.pdf
G. E. Suh, D. Clarke, B. Gassend, M. van Dijk, and S. Devadas, “AEGIS: Architecture for Tamper-Evident and Tamper-Resistant Processing,” Proceedings of the 17th International Conference on Supercomputing (ICS), 2003.  AEGIS_Suh.pdf
John P. McGregor and Ruby B. Lee, “Protecting Cryptographic Keys and Computations via Virtual Secure Coprocessing”,  11th International Conference on Architectural Support for Programming Languages and Operating Systems (ASPLOS), Workshop on Architectural Support for Security and Anti-virus (WASSA), October 9-13, 2004.   VSCoP_McGregorLee.pdf   (Also J. P. McGregor and R. B. Lee, “Virtual Secure Coprocessing on General-purpose Processors,” Princeton University Dept. of Electrical Engineering Technical Report CE-L2002-003, Nov. 2002.)
R. M. Best, “Preventing Software Piracy with Crypto-Microprocessors,” Proc. of IEEE Spring COMPCON ’80, pp. 466-469, 1980.

D. Kirovski, M. Drinic, and M. Potkonjak, “Enabling Trusted Software Integrity,” Proc. of the Tenth International Conference on Architectural Support for Programming Languages and Operating Systems (ASPLOS-X), October 2002.   SWintegrity_Kirovsky.pdf
Secure Coprocessors

P. Gutmann, “An Open-source Cryptographic Coprocessor,” Proceedings of the 2000 USENIX Security Symposium, 2000.   OpenSourceCryptoCop_Gutmann.pdf
D. Tygar and B. Yee, “Dyad: A System for Using Physically Secure Coprocessors,” Carnegie Mellon University Technical Report CMU-CS-91-140R, May 1991.   Phys_SecureCopr_Dyad.pdf
S. W. Smith, E. R. Palmer, S. H. Weingart, “Using a High-Performance, Programmable Secure Coprocessor,” Proc. of the International Conf. on Financial Cryptography, pp.73-89, 1998.   UsingSecureCopr_Smith.pdf
[Smith99] Sean W. Smith and Steve Weingart, "Building a High-Performance, Programmable Secure Coprocessor", Computer Networks, Vol. 31, No. 9, pp. 831-860, April 1999. 

[Dyer01]  Joan Dyer, Mark Lindemann, Ronald Perez, Reiner Sailer, Leendert van Doorn. Sean Smith and Steve Weingart, "Building the IBM 4758 Secure Coprocessor", IEEE Computer, October 2001. 

Attestation

Rick Kennell and Leah H. Jamieson, “Establishing the Genuinity of Remote Computer Systems,” Proceedings of the 12th Usenix Security Symposium, August 2003. Best Student Paper. kennell_GenuityofRemote.pdf  Best student paper

Side Effects,”  Proceedings of the 13th Usenix Security Symposium, August 2004.

Lifetimes

Jim Chow, et al, “Understanding Data Lifetime via Whole System Simulation,”  Proceedings of the 13th Usenix Security Symposium, August 2004. chowUsenix.pdf  Best student paper.

Obfuscation

Eric Brier, Helena Handschuh and Christophe Tymen, “Fast Primitives for internal data scrambling in tamper resistant hardware”, ???

Commercial Initiatives
TCPA overview at http://www.research.ibm.com/gsal/tcpa/
Trusted Computing Group, http://www.trustedcomputinggroup.org, June 2004.

Microsoft, “Next-Generation Secure Computing Base,” http://www.microsoft.com/resources/ngscb/, June 2004.

Intel Corporation, “LaGrande Technology Architectural Overview,” http://www.intel.com/technology/security/, September 2003.

ARM Corporation, “A New Foundation for CPU Systems Security: Security Extensions to the ARM Architecture,”  http://www.arm.com/pdfs/TrustZone.pdf, May 2003.

RSA Security, Inc., “PKCS #11 v2.11: Cryptographic Token Interface Standard,”  http://www.rsasecurity.com/rsalabs/pkcs/pkcs-11/, Nov. 2001.

Amphion Corporation, “AES Encryption/Decryption”  http://www.amphion.com/cs5265.html, 2002.

CERT and SANS

CERT Coordination Center, http://www.cert.org/, 2002.

The SANS Institute, “The Twenty Most Critical Internet Security Vulnerabilities,” http://www.sans.org/top20/, Oct. 2002.

Mips SmartMips

EMBEDDED SYSTEMS

Paul Kocher,  Ruby Lee, Gary McGraw, Anand Raghunathan and Srivaths Ravi, “Security as a New Dimension in Embedded System Design,” Design Automation Conference DAC 2004, June 2004.  SecurityEmbeddedSystemsDAC.pdf
Zili Shao, Qingfeng Zhuge, Yi He and Edwin H.M. Sha, “Defending Embedded Systems Against Buffer Overflow via Hardware/Software,” Proceedings of the 19th Annual Computer Security Applications Conference (ACSAC 2003) BuffOverflow_Shao.pdf
Bond and R. Anderson, “API-Level Attacks on Embedded Systems,” IEEE Computer, vol. 34, no. 10, pp. 67-75, Oct. 2001.  APIattacks_Bond.pdf
R. Anderson and M. Kuhn, “Low cost attacks on tamper resistant devices,” Security Protocols: 5th International Workshop, Springer Verlag LNCS, no. 1361, pp. 125-136, 1997.

Blaze, “High-Bandwidth Encryption with Low-Bandwidth Smartcards,” Proceedings of the Workshop on Fast Software Encryption, pp. 33-40, February 1996.   HWencryptionSmartCards_Blaze.pdf
D. Balfanz and E. W. Felten, “Hand-Held Computers Can Be Better Smart Cards,” Proc. of the 1999 USENIX Security Symposium, 1999.  HandheldBetterSmartCards_Blaze.pdf
Side Channel Attacks

P. Kocher, J. Jaffe, and B. Jun, “Differential Power Analysis,” Advances in Cryptology – CRYPTO ’99, Springer-Verlag LNCS, no. 1666, pp. 388-397, 1999.   DifferentialPowerAnalysis_Kocher.pdf
P. MacKenzie and M. Reiter, “Networked Cryptographic Devices Resilient to Capture,” Proceedings of the 22nd IEEE Symposium on Security and Privacy, pp. 12-25, 2001.   NetworkDevicesResilient_MacKenzie.pdf
[Irwin02]  J. Irwin, D. Page and N. Smart, "Instruction Stream Mutation for Non-Deterministic Processors," Proceedings of the 13th International Conference on Application-specific Systems, Architectures and Processors (ASAP 2002), pp. , July 2002. 

Yuval Ishai, Amit Sahai and David Wagner, “Private Circuits: Securing Hardware against Probing Attacks,” ???  privcirc-crypto03.pdf  - theorectical foundation

CRYPTOGRAPHY AND SECURITY PROTOCOLS

Security Protocols

Pau-Chen Cheng, Juan A. Garay, Amir Herzberg and Hugo Krawczyk,, “A Security Architecture for the Internet Protocol,”  IBM System Journal, Vol. 37, No. 1, Feb. 1998.  pau-cheng.pdf
Ross Anderson, “The Correctness of Crypto Transaction Sets,” (discussion)  Anderson_CryptoTransactions.pdf
Ross Anderson, “Why Cryptosystems Fail” CACM Vol. 37 No. 11, pp. 32-40, November 1994.  Anderson_WhyCryptosystemsFail.pdf
R.J. Anderson, M.G. Kuhn, “Tamper Resistance – a Cautionary Note”, Proceedings of the Second Usenix Workshop on Electronic Commerce, Nov 1996, pp. 1-11. Anderson_TamperResistence.pdf
Mark S. Miller, Chip Morningstar, Bill Frantz, “Capability-based Financial Instruments.” ???   ode.pdf
Anna Lysyanskaya, Ronald Rivest, Amit Sahai, Stefan Wolf, “Pseudonym Systems,” ???   lrsw.pdf


Fast Crypto

[Burke00]  Jerome Burke, John McDonald and Todd Austin, "Architectural Support for Fast Symmetric-Key Cryptography",  Proceedings of ASPLOS 2000, pp. 178-189.  November 2000. 

[Wu01]  Lisa Wu, Chris Weaver, and Todd Austin, "CryptoManiac: A Fast Flexible Architecture for Secure Communication", in Proceedings of the 28th International Symposium on Computer Architecture, June 2001. 

[Lee01]  Ruby B. Lee, Zhijie Shi and Xiao Yang, "Efficient Permutations for Fast Software Cryptography", IEEE Micro, Vol. 21 No. 6, pp. 56-69, December 2001. 

[Lee02HotChips]  Ruby B. Lee, Zhijie Shi and Xiao Yang, "How a Processor can Permute n bits in O(1) cycles," Proceedings of Hot Chips 14, August 2002. 

Zhijie Shi, Xiao Yang and Ruby B. Lee, Arbitrary Bit Permutations in One or Two Cycles, Proceedings of the IEEE International Conference on Application-Specific Systems, Architectures and Processors (ASAP 2003), pp. 237-247, June 2003. [PDF] 

R. B. Lee, R. L. Rivest, M.J.B. Robshaw, Z.J. Shi, and Y.L. Yin, On Permutation Operations in Cipher Design, Proceedings of the International Conference on Information Technology (ITCC), vol. 2, pp. 569 - 577, April 2004. [PDF]
Ciphers
[Simmons79]  Gustavus J. Simmons "Symmetric and Asymmetric Encryption" ACM Computing Surveys Vol. 11 No. 4, pp.  305-330.  December 1979. 

National Institute of Standards and Technology, “Advanced Encryption Standard,” FIPS Publication 197, Nov. 2001.

R. L. Rivest, “The MD5 Message Digest Algorithm,” RFC 1321, available at http://www.ietf.org/rfc/rfc1321.txt, April 1992. 

Ronald L. Rivest, M.J.B. Robshaw, R. Sidney and Y. L. Yin“The RC6 Block Cipher,” ???, August 1998 (rc6v11.pdf)

Public-Key Cryptography

R. L. Rivest, A. Shamir, and L. Adelman, “A Method for Obtaining Digital Signatures and Public-key Cryptosystems,” Communications of the ACM, 21(2), pp. 120-126, Feb. 1978.

Carl Ellison and Bruce Schneier, “Ten Risks of PKI: What You’re not Being Told about Public Key Infrastructure,” Computer Security Journal, Vol XVI No. 1, 2000.  pki-risks.pdf
(optional) M. Brown, D. Hankerson, J. L'opez and A.J. Menezes, “Software implementation of NIST elliptic curves over prime fields.” In Topics in Cryptology -- CT-RSA 2001, Springer LNCS 2020, 250--265, 2001. http://citeseer.nj.nec.com/brown01software.html 

(optional) P. Ning and Y. L. Yin, “Efficient Software Implementation for Finite Field Multiplication in Normal Basis”, NingYin-FiniteFieldMul.pdf
A. Murat Fiskiran and Ruby B. Lee, “Evaluating Instruction Set Extensions for Fast Arithmetic on Binary Finite Fields”, Proceedings of the International Conference on Application-Specific Systems, Architectures, and Processors (ASAP),  Sept 2004.

A. Murat Fiskiran and Ruby B. Lee, “ Performance Scaling of Cryptography Operations in Servers and Mobile Clients’, to be published in ASPLOS/Beacon Workshop, Oct 2004.

A. Murat Fiskiran and Ruby B. Lee, “Workload Characterization of Elliptic Curve Cryptography and other Network Security Algorithms for Constrained Environments”, Proceedings of the IEEE International Workshop on Workload Characterization, pp. 127-137, Nov 2002.


Books

A. J. Menezes, P. C. van Oorschot, and S. A. Vanstone, Handbook of Applied Cryptography, CRC Press, LLC, Boca Raton, FL, 1997.

R. Anderson, Security Engineering, John Wiley and Sons, Inc., New York, NY, 2001.

R. E. Smith, Authentication: From Passwords to Public Keys, Addison-Wesley, 2002.

LAW, ECONOMICS AND SOCIAL ISSUES

Lawrence Lessig, “The Law of the Horse: What Cyberlaw Might Teach”. Harvard Law Review Vol. 113:501, pp. 501-546, 1999.

MISCELLANEOUS

“The Biologist’s Guide to Paracel’s Similarity Search Algorithms”, ??? (Misc\Bio_Paracel\algorithm_tutorial_113001.pdf)

Andrei Z. Broder, Moses Charikar, Alan Frieze and Michael Mitzenmacher, “Minwise Independent Permutations”, ??? (Misc\minwise.pdf)

COMPUTER ARCHITECTURE

Multithreading

D. Tullsen, S. Eggers, and H. Levy, "Simultaneous Multithreading: Maximizing On-Chip Parallelism", in Proceedings of the 22nd International  Symposium on Computer Architecture, June 1995, pp. 392-403. (.pdf)

David Koufaty and Deborah T. Marr, "Hyperthreading Technology in the Netburst Microarchitecture", IEEE Micro Vol. 23 Number 2, pp. 56-65, April 2003.

Micro-architecture:

Subbarao Palacharla , Norman P. Jouppi , J. E. Smith, “Complexity-effective superscalar processors”,      Proceedings of the 24th international symposium on Computer architecture June 1997 

(optional) Vikas Agarwal , M. S. Hrishikesh , Stephen W. Keckler , Doug Burger , “Clock rate versus IPC”, ACM SIGARCH Computer Architecture News , Proceedings of the 27th annual international symposium on Computer architecture May 2000 Volume 28 Issue 2.

Extensible Processors, e.g., Xtensa

Ricardo Gonzalez, “Xtensa: A Configurable and Extensible Processor,” IEEE Micro Vol ?? No. ??, March-April 2000 pp. 60-70. (ComputerArchitecture\xtensaoverview.pdf)

Albert Wang, Earl Killian, Dror Maydan and Chris Rowen, “Hardware/Software Instruction Set Configurability for System-on-Chip Processors,” DAC 2001, June 2001. (ComputerArchitecture\wang_Tensilica.pdf)

Yunsi Fei, Srivaths Ravi, Anand Raghunathan, Niraj Jha, “A Hybrid Energy Estimation Technique for Extensible Processors,” ??? (ComputerArchitecture\Yunsi_asip.pdf)
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A.  Bit Permutation Papers:

Alternative Methods to Achieve arbitrary n-bit permutations in O(log(n))  instructions:

1. R. B. Lee, Z. Shi, and X. Yang, “Efficient Permutation Instructions for Fast Software Cryptography,” IEEE Micro, vol. 21, no. 6, pp. 56-69, December 2001.

2. Zhijie Shi and Ruby B. Lee, “Bit Permutation Instructions for Accelerating Software Cryptography”, Proceedings of the IEEE International Conference on Application-Specific Systems, Architectures and Processors, pp. 138-148, July 2000.

3. Xiao Yang, Manish Vachharajani, and Ruby B. Lee, “Fast Subword Permutation Instructions Based on Butterfly Networks”, Proceedings of SPIE Media Processors 2000, pp. 80-86, January 2000.

4. Xiao Yang and Ruby B. Lee, “Fast Subword Permutation Instructions Using Omega and Flip Network Stages”, Proceedings of the International Conference on Computer Design, pp. 15-22, September 2000.

5. John P. McGregor and Ruby B. Lee, “Architectural Techniques for Accelerating Subword Permutations with Repetitions”, IEEE Transactions on Very Large Scale Integration Systems, vol. 11, no. 3, pp. 325-335, June 2003. 

6. Zhijie Jerry Shi and Ruby B. Lee, “Implementation Complexity of Bit Permutation Instructions”, Proceedings of the Asilomar Conference on Signals, Systems, and Computers, November 2003.

Cryptographic Properties and Sorting Efficiency of Permutation Instructions:

7. R. B. Lee, R. L. Rivest, M.J.B. Robshaw, Z.J. Shi, and Y.L. Yin, “On Permutation Operations in Cipher Design”, Proceedings of the International Conference on Information Technology (ITCC), April 2004.

8. Zhijie Shi and Ruby B. Lee, “Subword Sorting with Versatile Permutation Instructions”, Proceedings of the International Conference on Computer Design (ICCD 2002), pp. 234-241, September 2002.

Achieving arbitrary permutations in O(1) cycles:

9. Ruby B. Lee, Zhijie Shi and Xiao Yang, “How a Processor can Permute n bits in O(1) cycles.” Hot Chips conference, August 2002.

10. Zhijie Shi, Xiao Yang and Ruby B. Lee, “Arbitrary Bit Permutations in One or Two Cycles”, Proceedings of the IEEE International Conference on Application-Specific Systems, Architectures and Processors (ASAP 2003), pp. 237-247, June 2003.

11. Ruby B. Lee, Xiao Yang and Zhijie Shi, “Validating word-oriented processors for bit and multi-word operations”, Proceedings of the Asia-Pacific Computer Systems Architecture Conference (ACSAC), September 2004. 

Thesis

12. Zhijie Jerry Shi, “Bit Permutation Instructions: Architecture, Implementation and Cryptographic Properties,”  Princeton University Ph.D. dissertation, March 2004.

B.  Attack Resistant Architecture

DDoS and SRAS:

13. John P. McGregor, David K. Karig, Zhijie Shi and Ruby B. Lee, "A Processor Architecture Defense against Buffer Overflow Attacks", Proceedings of IEEE International Conference on Information Technology: Research and Education (ITRE 2003), pp. 243-250, August 2003. 

14. Ruby B. Lee, David K. Karig, John P. McGregor, and Zhijie Shi, "Enlisting Hardware Architecture to Thwart Malicious Code Injection," Proceedings of the International Conference on Security in Pervasive Computing (SPC-2003), Lecture Notes in Computer Science, Springer Verlag, March 2003.

15. Stephen Specht and Ruby B. Lee, “Taxonomies of DDoS Attacks, Tools and Countermeasures”, Proceedings of PDCS 2004, October 2004.

16. David Karig and Ruby B. Lee, Remote Denial of Service Attacks and Countermeasures, Princeton University Department of Electrical Engineering Technical Report CE-L2001-002, October 2001.

Other Attack-Resistant:

17. A. Murat Fiskiran and Ruby B. Lee, “Runtime Execution Monitoring (REM) to Detect and Prevent Malicious Code Execution”, to be published in the International Conference on Computer Design (ICCD), October 2004.

18. John P. McGregor, Yiqun L. Yin, and Ruby B. Lee, "Efficient Traitor Tracing Using RSA," Princeton University Department of Electrical Engineering Technical Report CE-L2003-004, May 2003.

19. John P.  McGregor and Ruby B. Lee, “Virtual Secure Co-Processing on General-purpose Processors,” Princeton University Department of Electrical Engineering Technical Report CE-L2002-003, November 2002. 
20. John P. McGregor and Ruby B. Lee, “Protecting Cryptographic Keys and Computations via Virtual Secure Coprocessing”,  11th International Conference on Architectural Support for Programming Languages and Operating Systems (ASPLOS), Workshop on Architectural Support for Security and Anti-virus (WASSA), October 9-13, 2004. 
Secure Embedded Systems:

21. Paul Kocher, Ruby B. Lee, Gary McGraw, Anand Ranganathan and Srivaths Ravi, “Security as a new dimension in Embedded System Design”, Proceedings of Design Automation Conference, June 2004.

22. Ruby Lee, “Processor Architectures for Efficient Secure Information Processing”, 41st. Design Automation Conference invited talks, June 2004 (http://videos.dac.com/41st/46_3/46-3.html)

PAX and ECC:

23. A. Murat Fiskiran and Ruby B. Lee, “PAX: A Datapath-Scalable Minimalist Cryptographic Processor for Mobile Environments”, Book chapter in Embedded Cryptographic Hardware: Design and Security, Nova Science Publishers, NY, USA, 2004.

24. Princeton Architecture Laboratory for Multimedia and Security (PALMS), PAX Project, <http://palms.ee.princeton.edu/PAX>.

25. A. Murat Fiskiran and Ruby B. Lee, “Evaluating Instruction Set Extensions for Fast Arithmetic on Binary Finite Fields”, to be published in Proceedings of the International Conference on Application-Specific Systems, Architectures, and Processors (ASAP),  Sept 2004.

26. A. Murat Fiskiran and Ruby B. Lee, “ Performance Scaling of Cryptography Operations in Servers and Mobile Clients’, to be published in ASPLOS/Beacon Workshop, Oct 2004.

27. A. Murat Fiskiran and Ruby B. Lee, “Workload Characterization of Elliptic Curve Cryptography and other Network Security Algorithms for Constrained Environments”, Proceedings of the IEEE International Workshop on Workload Characterization, pp. 127-137, Nov 2002.

