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WHAT IS NEW HERE

THE CHALLENGES OF DEEP REDUCTIONS AND MULTILATERAL NUCLEAR ARMS CONTROL

NEW TREATIES MAY LIMIT TOTAL NUMBER OF WEAPONS

 Would then also include (non-deployed) weapons in storage
« Need to prepare for the transition from bilateral to multilateral

nuclear arms control agreements
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WHAT IS 10 BE VERIFIED ?

VERIFICATION CHALLENGES OF NUCLEAR DISARMAMENT AT LOW NUMBERS

CORRECTNESS OF DECLARATIONS

 Warhead Counting
Verify that numerical limit of declared items is not exceeded

« Warhead Authentication
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http://www.defenseimagery.mil/

INFORMATION SECURITY

DEFENDING INFORMATION FROM UNAUTHORIZED ACCESS,
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STANDARD APPROACHES PROTECT SENSITIVE INFORMATION WITH “INFORMATION BARRIERS”
(Classified information is “shielded” or “removed” during inspection)
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AN ALTERNATIVE APPROACH T0O
INFORMATION SECURITY

VERIFICATION PROTOCOLS AND MEASUREMENTS




VERIFICATION CHALLENGE #1

WARHEAD COUNTING




TAGGING NUCLEAR WARHEADS

(TRANSFORMING A “NUMERICAL LIMIT" INTO A “BAN ON UNTAGGED ITEMS")
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WARREAD COUNTING OPTIONS

WITH VARIOUS LEVELS OF NON-INTRUSIVENESS AND ROBUSTNESS
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VERIFICATION CHALLENGE #2

WARHEAD AUTHENTICATION

(WILL YOU KNOW A NUCLEAR WEAPON WHEN YOU SEE ONE?)
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/ERO-KNOWLEDGE WARHEAD VERIFICATION

(AUTHENTICATING WARHEADS WITHOUT EVER MEASURING CLASSIFIED INFORMATION)

If the host is honest If the host tries to cheat
and presents a valid warhead, and presents a fake warhead,
the inspector will only non-random patterns will
see random noise become visible
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WAY FORWARD

PREPARING FOR DEEP REDUCTIONS AND MULTILATERAL NUCLEAR ARMS CONTROL

TAKING INFORMATION SECURITY SERIQUSLY

« Jointly develop and demonstrate methods to count and authenticate
nuclear warheads

e Focus initially on non-intrusive approaches that are acceptable to
all participants (but can accommodate “upgrades”)
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